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1
Decision/action requested

This discussion paper proposes a new solution for AMF re-allocation via a well connected network function.
2
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3
Rationale

The indirect AMF re-allocation option provides the possibility for the operator to achieve Core Network level separation/isolation (e.g. transport network isolation between slices can be applied) and in addition better RAN-CN transport network separation. This option also achieves better load distribution on AMF inside a slice, based on logic/information provided through N2 interface. 

This contribution proposes a new solution for the indirect AMF re-allocation based on a "well-connected NF" which is used to forward the Registration Request and the security context from the Initial AMF to the Target AMF. This would require an interface between the NF and the Initial AMF, and an interface between the NF and the Target AMF, but no direct interface between the Initial AMF and the Target AMF. Such "well-connected" NF already exists in the current 5GS core network architecture as presented in S3-210525 [1].
The solution proposes that the Initial AMF performs horizontal key derivation before rerouting the security context to the Target AMF via the well-connected NF and as a result the Kamf-1 key is exposed to the well-connected NF. Such exposure of NAS keys to a core network NF has not been done before and has risks. However, the risk seems to be low because of the following design:

A. The well-connected NF still is a trusted core network entity.

B. The Kamf-0 key is never exposed to the well-connected NF. Due to performing horizontal Kamf derivation of the Kamf-0 key in the Initial AMF and only providing the new horizontally derived Kamf-1 to the well-connected NF, the new generated Kamf-1 key could be seen as a one-time key for the purpose of the AMF re-allocation. It is worth noting that Kamf-1 is practically useless to a legitimate well-connected NF since it is a NAS key that has not been put into use by any AMF in the network.

C. The Target AMF needs to take the new generated Kamf-1 key received from the well-connected NF into use with the UE by running a NAS SMC procedure prior to initiating a primary authentication immediately thereafter in order to replace the Kamf-1 key received from the well-connected NF with a new Kamf-2 key. The Kamf-1 key is invalidated as soon as the Kamf-2 key is activated after a new primary authentication. So, the Kamf-1 key becomes immediately useless. 
D. Before the new primary authentication procedure is initiated in order to replace the Kamf-1 key with a new Kamf-2 key, there are risks as an attacker with a well-connected NF which has access to Kamf-1 key could misuse the key and perform attacks on the UE and the Target AMF. As the Target AMF can determine that a NAS re-route via the well-connected NF has taken place, the Target AMF can restrict the use of the Kamf-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving protected NAS Security Mode Complete and Authentication Response from the UE. 

As the risks for new attacks seems to be very low, this solution should be acceptable for the sake of availability to handle the corner-case of re-route via the well-connected NF. The evaluation clause reflects these arguments.
4
Detailed proposal

It is proposed to add a new solution for AMF reallocation.
**** START OF CHANGES ****

6.X
Solution #X: AMF re-allocation using a well-connected NF 
6.X.1
Introduction

In this solution the AMF re-allocation procedure involves the simultaneous reroute of the NAS message (Registration Request) and the transfer of security context via a "well connected" NF, in other words a NF with which the Initial AMF (iAMF), the Target AMF (tAMF) and the old AMF (oAMF, in the case of a idle mobility Registration case) can communicate with. The "well-connected NF" could be for example the NSSF.

Editor's Note: It is FFS to determine the well-connected NF to be used in this solution. 
6.X.2
Solution details
When the Initial AMF determines that the NAS Registration Request needs to be re-routed to another AMF in a different network slice, the Initial AMF will forward the Registration Request and the 5G NAS security context to the Target AMF via a "well-connected NF". 
The Initial AMF performs horizontal Kamf derivation of the current Kamf-0 key before it forwards the 5G security context (including the new Kamf-1) to the NF; or
The Target AMF needs to run a NAS SMC procedure to take the new Kamf-1 key into use. 
To ensure that the Initial AMF or the "well-connected NF" do not have access to the Kamf key used in the Target AMF, the Target AMF needs to run a primary authentication with the UE to generate a new Kamf-2 key. The primary authentication procedure needs to be protected by NAS keys derived from the Kamf-1 key currently in use with the UE. The Target AMF then needs to run a NAS SMC procedure with the UE to establish the new Kamf-2 key. 
The Initial AMF has no access of the new Kamf-2 key.
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Figure 6.X.2-1: AMF re-allocation using of well-connected NF
In order to ensure that an AMF in a one slice, does not have access to the NAS keys used by another AMF (Target AMF) in another slice, the security solution defined for AMF re-allocation with direct NAS re-direct over N14 interface in Rel-15 in clause TS 33.501 [3] could be re-used and enhanced as follow:
(Only some of the steps in Figure 6.X.2-1 are described below.)

Step 7: After Step 7 has taken place, the Initial AMF shares Kamf-0 with the UE.

Step 12: The Initial AMF needs to perform horizontal Kamf derivation of Kamf-0 to generate a new Kamf-1;

Step 13: The Initial AMF reroutes the complete Registration Request message and the security context including the new Kamf-1 together with keyAmfHDerivationInd indicator to the Target AMF via the well-connected NF.

Step 14: The Target AMF needs to run NAS SMC to take a new Kamf-1 key into use with the UE. 
Step 15: The Target AMF needs to initiate a new primary authentication to derive a new Kamf-2; In this case the new primary authentication procedure is protected by Kamf-1. 

The Initial AMF has no access to Kamf-2.
The Target AMF determines that a NAS re-route via the well-connected NF has taken place and the Target AMF needs to use the Kamf-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving protected NAS Security Mode Complete and Authentication Response from the UE. 
Step 16: The Target AMF runs a new NAS SMC procedure to take the new Kamf-2 into use with the UE. 

The Target AMF needs to include the request to the UE to include the complete Registration Request message in the NAS Security Mode Complete message by setting the flag "request initial NAS flag" in the NAS Security Mode Command message.  The UE includes the complete Registration Request message (sent in step 1) in the NAS Security Mode Complete message to the Target AMF. The Target AMF uses the Registration Request received from the UE for further actions. 
6.X.3
Evaluation

This solution has the following impacts:

UE: 

-
No impact on the UE.

AMF:

-
This AMF needs to perform horizontal Kamf derivation of the Kamf before forwarding the 5G NAS security context together with the complete Registration Request message to the well-connected NF.
Well-connected NF:
-
This solution proposes an existing well-connected NF to perform registration request and security context transfer. Therefore the impact affects an existing network function. 

This solution proposes to route the 5G NAS security context via the well-connected NF and will expose the Kamf-1 key to the well-connected NF which may impose a security threat so that an attacker with a well-connected NF can derive further NAS security keys and initiate attacks on the core network and the UE. Such exposure of NAS keys to a core network NF has not been done before and has risks. However, the risk seems to be low because of the following design:

A. The well-connected NF still is a trusted core network entity.

B. The Kamf-0 key is never exposed to the well-connected NF. Due to performing horizontal Kamf derivation of the Kamf-0 key in the Initial AMF and only providing the new horizontally derived Kamf-1 to the well-connected NF, the new generated Kamf-1 key could be seen as a one-time key for the purpose of the AMF re-allocation. It is worth noting that Kamf-1 is practically useless to a legitimate well-connected NF since it is a NAS key that has not been put into use by any AMF in the network.

C. The Target AMF needs to take the new generated Kamf-1 key received from the well-connected NF into use with the UE by running a NAS SMC procedure prior to initiating a primary authentication immediately thereafter in order to replace the Kamf-1 key received from the well-connected NF with a new Kamf-2 key. The Kamf-1 key is invalidated as soon as the Kamf-2 key is activated after a new primary authentication. So, the Kamf-1 key becomes immediately useless. 

D. Before the new primary authentication procedure is initiated in order to replace the Kamf-1 key with a new Kamf-2 key, there are risks as an attacker with a well-connected NF which has access to Kamf-1 key could misuse the key and perform attacks on the UE and the Target AMF. As the Target AMF can determine that a NAS re-route via the well-connected NF has taken place, the Target AMF can restrict the use of the Kamf-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving protected NAS Security Mode Complete and Authentication Response from the UE. 

As the risks for new attacks seems to be very low, this solution should be acceptable for the sake of availability to handle the corner-case of re-route via the well-connected NF. 
**** END OF CHANGES ****
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